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1. Claims 1-14 have been examined. 
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Claim Objections 

2. Claims 4 and 5 are objected to because of the following informalities: 
Claim 4, line 6 contains the word "enties." Examiner believes this to be a 

typographical error and the claim is intended to say "entries" and will treat the claim as 
such for the remainder of the Office Action. 

Claim 5, line 6 contains the word "agency'." Examiner believes this to be a 
typographical error and the claim is intended to say "agency's" and will treat the claim 
as such for the remainder of the Office Action. 

Appropriate correction is required. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - c 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claims 1-14 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Miyazaki et al (U.S. Patent Application Publication 2002/0023221). 
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( 

For claim 1, Miyazaki et al. teach a method of publishing signature log entries 
having information about signatures generated by user's side apparatus, comprising the 
steps of: 

On a publication agency's side apparatus, 

Receiving and publishing the user's signature log entries generated by the user's 
side apparatus as a user's signature log entry publication step (note paragraph [0061]); 

Notifying the users of having published the user's signature log entries as a 
user's signature log entry publication notifying step (note paragraph [0061]); 

Generating a publication agency's signature log entry by using the received 
user's signature log entries, and updating a signature log having the publication 
agency's signature log entry produced and registered in past times as a signature log 
updating step (note paragraph [0060]); 

Publishing the generated publication agency's signature log entry as a 
publication agency's signature log entry publication step (note paragraph [0060]); and 

Notifying the users of having published the publication agency's signature log 
entry as a publication agency's signature log entry publication notifying step (note 
paragraph [0060]). 

For claim 2, Miyazaki et al. teach claim 1, wherein said signature log updating 
step includes the steps of: 

Generating the publication agency's signature log entry on the basis of the 
received user's signature log entries and a plurality of other signature log entries, and 
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recording it in a signature log file as a signature log entry generating step (note 
paragraph [0060]); and 

Recording information of the users and information of the received user's 
signature log entries in a user information file as a user information file-updating step 
(note paragraph [0045]). 

For claim 3, Miyazaki et al. teach claim 1, wherein the user's signature log entry 
publishing step has a step of acquiring a time-stamp to assure the publication date and 
time of the user's signature log entry as a time-stamp acquiring step (note paragraph 
[0061]). 

For claim 4, Miyazaki et al. teach claim 2, wherein the signature log entry 
generating step uses, in the user's signature log entries, signature algorithm 
identification information, signature numbers peculiar to the signature log entries, hash 
values for the previous signature log entries to validate a chain, and signature numbers 
and hash values for the received user's signature log entries to generate the publication 
agency's signature log entry, and adds the generated publication agency's signature log 
entry to the signature log (note paragraph [0053]). 

For claim 5, Miyazaki et al. teach claim 2, wherein the user information file 
updating step generates data of a signature number attached to the publication 
agency's signature log entry, a reception code indicating that the corresponding 
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publication agency's signature log entry is generated according to the reception of the 
user's signature log entries, partner information indicative of senders who transmitted 
the user's signature log entries, signature numbers attached to the received user's 
signature log entries, and the received user's signature log entries, and adds it to the 
user information file (note paragraph [0066]). 

For claim 6, Miyazaki et al. teach claim 1, wherein the user's signature log entry 
publication notifying step on the publication agency's side apparatus includes the steps 
of 

Generating a publication notice to notify the user's on the user's side apparatus 
of having published as a publication notice generating step (note paragraph [0061]), 

Generating a signature from the generated publication notice and the previous 
signature log entries of the signature log, and adding it to the publication notice as a 
signature generating step (note paragraph [0060]), 

Recording the generated signature information on the signature log as a 
signature log updating step (note paragraph [0060]), 

Recording information of the users in the user information file as a user 
information file updating step (note paragraph [0045]), and 

Transmitting the generated publication notice to the users as a transmitting step 
(note paragraph [0061]). 
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For claim 7, Miyazaki et al. teach claim 6, wherein the publication notice 

generating step generates the publication notice on the basis of 

The message for notifying the users of having published (note paragraph [0061]), 

The published signature log entries (note paragraph [0060]), and 

The time-stamp indicative of the publication date and time (note paragraph 

[0061]). 

i 

For claim 8, Miyazaki et al. teach claim 6, wherein the signature log updating 

step generates the signature log entries including 

Signature algorithm identification information (note paragraph [0053]), 
Signature numbers attached to the inherent signature log entries (note paragraph 

[0053]), 

Hash values for the previous signature log entries to use in validating the chain 

(note paragraph [0053]), 

Hash values for the signature-generated messages (note paragraph [0053]), and 
The generated signatures, and adds them to the signature log (note paragraph 

[0053]). 

For claim 9, Miyazaki et al. teach claim 6, wherein the user information file 
updating step adds, to the user information file, information of 

The signature numbers associated with the signature log entries (note paragraph 
[0053]), 
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A code indicating that the corresponding publication agency's signature log entry 
was produced when the signature was generated (note paragraph [0054]), and 

Partner information indicative of the users to whom the publication notice is sent 
(note paragraph [0045]). 

For claim 10, Miyazaki et al. teach claim 6, wherein the publication agency's 
signature log entry publishing step publishes part of the signature log updated on the 
basis of the publication notice generating step (note paragraph [0061]). 

For claim 11, Miyazaki et al. teach claim 2, wherein the publication agency's 
signature log entry publication notifying step includes the steps of 

Searching for the users to be notified form the user information file as an 
opponent sender searching step (note paragraph [0059]), 

Searching for the log to be sent from the user information file as a transmission 
log range acquiring step (note paragraph [0070]), 

Notifying of having published the publication agency's signature log entry as a 
publication notice generating step (note paragraph [0061]), 

Generating a signature from the generated publication notice and the signature 
log entries of the previous signatures as a signature generating step (note paragraph 
[0060]), 

Recording the user information to be notified in the user information file as a user 
information file updating step (note paragraph [0045]), and 
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Transmitting the generated publication notice to the users as a transmission step 
(note paragraph [0061]). 

For claim 12, Miyazaki et al. teach claim 11, wherein the publication notice 
generating step generates the publication notice on the basis of 

The message for notifying the user of having published the publication agency's 
signature log entry (note paragraph [0061]), 

The published signature log entry (note paragraph [0060]), and 

The signature log of a range to be transmitted (note paragraph [0070]). 

For claim 13, Miyazaki et al. teach claim 11, wherein the user information file 
updating step adds, to the user information file, the information of 

The signature number attached to the publication agency's signature log entry 
(note paragraph [0053]), 

The code indicating that the corresponding publication agency's signature log 
entry was produced when the publication agency's log entry publication has been 
notified (note paragraph [0054]), 

The partner information indicative of the users to whom the publication notice is 
to be sent (note paragraph [0059]), and 

The information about a range of log to be transmitted (note paragraph [0070]). 
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For claim 14, Miyazaki et al. teach claim 1, wherein the user's side apparatus has 
the user information file that has recorded therein the information about the transmitted- 
side or receiving-side opponent in association with the user's signature log entries or 
publication agency's signature log entry transmitted or received by the user's side 
apparatus (note paragraph [0059]). 

Conclusion 

4. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to David J. Pearson whose telephone number is (571) 272- 
0711. The examiner can normally be reached on Monday - Friday, 8:00am - 4:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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